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Anti Facial Recognition

Facial recognition software compares measurements and landmarks with images in an existing database to make a match. (Image courtesy of

Adobe Stock)

By: Jessica Hill ● HDIAC Publications Manager

Overview

Facial recognition is a common biometric modality used by military and
law enforcement for homeland security and border patrol. The technology; however, is increasingly utilized by the commercial sector, airports,
social media sites and cities. [1,2] Facebook’s facial recognition algorithm, for example, can identify a person in an uploaded photo with 98
percent accuracy. [3]
Typically, facial recognition software identifies facial landmarks and characteristics, such as the nose and cheekbones, and a computer algorithm
measures certain features such as nose width and distance between
the eyes. [4] The facial recognition software then compares the measurements and landmarks with images in an existing database to make
a match. [4]
Researchers are responding by developing clothing and accessories
that thwart the software’s recognition capabilities.

Glasses and Makeup

Several companies are developing accessories that block cameras
from capturing facial images, thereby preventing the image from being
matched to a database of images.
•Reflectacles are anti-facial recognition sunglasses that reflect visible
and infrared light, shielding a person’s face from surveillance cameras
or other imaging technologies. [5]
•A Japanese company developed a privacy visor capable of scrambling
the facial recognition software. [6] “Instead of blocking all light, the mesh
screen blurs the light that normally reflects on your face, confusing digital
facial recognition software that uses unique shadow arrangements to
make identifications.” [6]
Carnegie Mellon University researchers also sought answers on how
to fool facial recognition software. [7] Using large-rimmed glasses, the
researchers covered “about 6.5 [percent] of the pixels in any given facial
picture. Printing a pattern over those frames then had the effect of manipulating the image.” [7] The researchers’ glasses tricked commercial
facial recognition software and prevented it from identifying the wearer.
[7]

In addition to glasses, researchers have looked at thwarting facial recognition technology through makeup. During World War I, the Navy
attempted to conceal a battleship’s orientation and size by “break[ing]
apart [its] visual continuity.” [8] One company is using that same theory
and avant-garde hair and makeup styles to prevent facial recognition
algorithms from capturing key features of the face. [8]

Clothing and Accessories

At least one artist believes certain fabric patterns can confuse facial
recognition software, making identification difficult. Described as “a new
kind of camouflage,” the fabric appears to show multiple faces. [9] Theoretically, the fabric will “overload an algorithm with what it wants, oversaturating an area with faces to divert the gaze of the computer.” [10]
Other clothing designers incorporate “anti-flash technology” such as
prismatic metallic ink and reflective threads that reflect light, obscuring
the wearer’s face from photos. [11,12]
Students at New York University’s Interactive Telecommunications Program developed Unidentified Halo, a baseball cap fitted with electronics
that “shine infrared light onto the wearer’s face, invisible to the naked eye
but making the face an illuminated blur when seen through an infrared
camera.” [13]

Homeland Defense Application

Research to counter these technologies is ongoing, as people develop
anti-recognition capabilities. Facial recognition will likely remain an important biometric surveillance technology. Airports in the United States
have implemented facial recognition software to detect travelers using
fake passports, [14] while Australia plans to automate traveler processing using biometric recognition technologies. [15]
New York City plans to track people entering the city using advanced
facial recognition technology. [16] “At each crossing, and at structurally
sensitive points on bridges and tunnels, advanced cameras and sensors
will be installed to read license plates and test emerging facial recognition software and equipment.” [17]
Using facial recognition technology is not new in New York. The New
York Police Department began using facial recognition software in 2011,
comparing surveillance photos to existing criminal databases and social
media sites. [18]

hdiac.org • date here
REFERENCES
1. Porter, S. (2017, January 8). Can this clothing defeat face recognition
software? Tech-savvy artists experiment. The Christian Science Monitor. Retrieved from http://www.csmonitor.com/Technology/2017/0108/
Can-this-clothing-defeat-face-recognition-software-Tech-savvy-artists-experiment (accessed February 8, 2017)
2. Vena, D. (2017, January 21). How Facebook leverages artificial intelligence. Retrieved from https://www.fool.com/investing/2017/01/21/how-facebook-leverages-artificial-intelligence.aspx (accessed February 8, 2017)
3. Lachance, N. (2016, May 18). Facebook’s facial recognition software is different from the FBI’s. Here’s why. NPR. Retrieved from http://www.npr.org/
sections/alltechconsidered/2016/05/18/477819617/facebooks-facial-recognition-software-is-different-from-the-fbis-heres-why (accessed February 8,
2017)
4. Higginbotham, S. (23, June 2015). Facial recognition freak out: what
the technology can and can’t do. Fortune. Retrieved from http://fortune.
com/2015/06/23/facial-recognition-freak-out/ (accessed February 8, 2017)
5. Reflectables. (n.d.). Retrieved from http://www.reflectacles.com/#home (accessed February 8, 2017)

independent.co.uk/news/science/anti-surveillance-clothing-facial-recognition-technology-hyperface-adam-harvey-berlin-facebook-apple-a7511631.
html (accessed February 8, 2017)
11. Hartmans, A. (2016, July 1). The cool reason celebrities are wearing this
scarf. Retrieved from http://www.businessinsider.com/celebrities-buying-light-reflecting-scarf-2016-7 (accessed February 8, 2017)
12. Schlossberg, M. (2015, January 7). A new clothing concept makes people
invisible to paparazzi. Retrieved from http://www.businessinsider.com/anti-paparazzi-clothes-collection-2015-1 (accessed February 8, 2017)
13. Dobush, G. (2017, January 27). Privacy by design: How fashion combats
surveillance. The Christian Science Monitor. Retrieved from http://www.
csmonitor.com/World/Passcode/Security-culture/2017/0127/Privacy-by-design-How-fashion-combats-surveillance (accessed February 8, 2017)
14. Noble, A. (2017, January 21). U.S. airports to roll out facial-recognition software to catch fake passports. The Washington Times. Retrieved from http://
www.washingtontimes.com/news/2016/jan/21/us-airports-roll-out-facial-recognition-software/ (accessed February 8, 2017)

6. Toobin, A. (2016, May 13). Japanese company debuts privacy visor that
scrambles facial recognition software. Retrieved from https://www.inverse.
com/article/15620-japanese-company-debuts-privacy-visor-that-scrambles-facial-recognition-software (accessed February 8, 2017)

15. Hunt, E. (2017, January 21). Facial recognition to replace passports in security overhaul at Australian airports. The Guardian. Retrieved from https://
www.theguardian.com/australia-news/2017/jan/22/facial-recognition-to-replace-passports-in-security-overhaul-at-australian-airports (accessed February 8, 2017)

7. Hern, A. (2016, November 4). Want to beat facial recognition? Get some
funky tortoiseshell glasses. The Guardian. Retrieved from https://www.
theguardian.com/technology/2016/nov/03/how-funky-tortoiseshell-glasses-can-beat-facial-recognition (accessed February 9, 2017)

16. Williams, B. (2017, January 27). Facial recognition cameras are planned
for New York City bridges and tunnels. Retrieved from http://mashable.
com/2017/01/27/new-york-city-facial-recognition/#srFbMJpi2Oq4 (accessed
February 8, 2017)

8. CV Dazzle. (n.d.). Retrieved from https://cvdazzle.com/ (accessed February
8, 2017)

17. Taylor, H. (2017, January 9). New York City wants more information on where
you’re going. CNBC. Retrieved from http://www.cnbc.com/2017/01/09/newyork-city-wants-more-information-on-where-youre-going.html (accessed
February 8, 2017)

9. Kopstein, J. (2017, January 4). Want to hide from face recognition? Try an
anti-surveillance t-shirt. Retrieved from http://www.vocativ.com/389682/anti-surveillance-clothing-face-recognition/# (accessed February 8, 2017)
10. Samuels, G. (2017, January 5). Anti-surveillance clothing unveiled to combat
facial recognition technology. The Independent. Retrieved from http://www.

18. Lee, J. (2017, January 16). NYC to deploy facial recognition technology, license plate readers. Retrieved from http://www.biometricupdate.
com/201701/nyc-to-deploy-facial-recognition-technology-license-plate-readers (accessed February 8, 2017)

ABOUT THIS PUBLICATION:
All information regarding non-federal, third party entities posted on the HDIAC website shall be considered informational, aimed to advance the Department of Defense (DoD) Information Analysis Center (IAC) objective of providing knowledge to the Government, academia, and private industry.
Through these postings, HDIAC’s goal is to provide awareness of opportunities to interact and collaborate. The presence of non-federal, third party
information does not constitute an endorsement by the United States DoD or HDIAC of any non-federal entity or event sponsored by a non-federal entity.
The appearance of external hyperlinks in this publication and reference herein to any specific commercial products, processes, or services by trade
name, trademark, manufacturer, or otherwise does not necessarily constitute or imply its endorsement, recommendation, or favoring by the United
States Government or HDIAC. HDIAC is a DoD sponsored IAC, with policy oversight provided by the Assistant Secretary of Defense for Research and
Engineering (ASD (R&E)), and administratively managed by the Defense Technical Information Center (DTIC). For permission and restrictions on reprinting, please contact publications@hdiac.org. Any views or opinions expressed on this website do not represent those of HDIAC, DTIC, or the DoD.

