
42

Gregory Nichols, MPH, CPH

Image Credit Photo Illustration created by HDIAC and adapted from Adobe Stock.

The prospect of using artificial intelligence 
(AI) in warfare is complicated. Arguments 
exist both for and against the development 
of weaponized AI [1]. Although ideologies 
differ among the highest levels of govern-
ment and throughout the global community 
[2–4], the very fact that this idea exists must 
give pause for further evaluation. 

No matter the outcome, AI has already 
changed both defense and national secu-
rity strategy. In a statement to the Senate 
Armed Services Committee in 2016, former 
Director of National Intelligence, James 
Clapper, eloquently and comprehensively 
summed up the situation by stating, “Impli-
cations of broader AI deployment include 
increased vulnerability to cyberattack, 
difficulty in ascertaining attribution, facili-

tation of advances in foreign weapon and 
intelligence systems, the risk of accidents 
and related liability issues, and unemploy-
ment. Although the United States leads AI 
research globally, foreign state research in 
AI is growing [5]." 

The importance of AI to defense and securi-
ty strategy influences how the U.S. govern-
ment and military plans for the future. The 
January 2018 National Defense Strategy 
underlined the notion that the Department 
of Defense (DoD) should invest heavily in 
the military application of AI and autonomy, 
as they belong to “the very technologies that 
ensure we will be able to fight and win the 
wars of the future [6]." 

Likewise, the December 2017 National Se-
curity Strategy acknowledged the risks that 
AI poses to the nation, while also reaffirm-
ing the U.S.’s commitment to investing in AI 
research [7].   

Artificial Intelligence and 
Autonomous Systems in 

Defense Applications 

AI has no standardized definition, but it is 
generally understood as referring to any 
computerized system capable of exhibiting 
a level of rational behavior high enough to 
solve complex problems [8]. The concept 
grew out of work that defeated Germany’s 
“Enigma” code during World War II, primar-
ily pushed by Alan Turing [9, 10]. The U.S. 
military has been highly engaged in AI re-
search for nearly 70 years [11]. As a broad 
term, AI spans a wide range of approaches, 
including the branch of machine learning 
(ML), which encompasses deep-learning 
(see Figure 1). AI also encompasses au-
tonomous systems, as AI is the “intellectual 
foundation for autonomy [12]." It is difficult 
to discuss weaponization of AI without dis-
cussing autonomous systems.
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