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In 2009, when Cyber Command was established as a sub-unified combatant command of the U.S. Strategic Command, a
Pentagon spokesman said, “The power to
disrupt and destroy, once the sole province
of nations, now also rests with small groups
and individuals, from terrorist groups to organized crime to industrial spies to hacker
activists, to teenage hackers” [1].
On May 4, the Department of Defense
(DoD) announced that Cyber Command
has been elevated to a unified combatant
command, which “demonstrates to international partners and adversaries our stake
in cyberspace and shows that DoD is prioritizing efforts to build cyber defense and
resilience [2].”
DoD may benefit from studies focused
on hackers and cybercriminals who pose
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a threat to the DoD Information Network
and the internet at large. Denial of service attacks may affect field operations
and access to resources, prompting DoD
to address their potential for harm. This
study presents the findings of a survey of
a population of potential cybercriminals
who conduct distributed denial of service
attacks (DDoS) using what are known as
booter and stresser services.
A considerable amount of research has
focused on DDoS attacks and their underlying infrastructures, such as botnet
malware [3-6]. Much of this work has focused on the use of network traffic data to
identify and prevent DDoS attacks [7-12].
Consequently, DDoS attack methods and
techniques have adapted to overcome the
development of new defense and prevention techniques [13]. In fact, attackers are
beginning to exploit vulnerabilities in Internet of Things devices, such as webcams,
using botnets to enable large-scale DDoS
attacks from diverse devices [14].
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One type of new DDoS attack uses open
internet servers—such as Network Time
Protocol (NTP) and Domain Name System (DNS) servers—to “reflect” attacks off
them and onto a target [15]. This technique
not only masks the Internet Protocol (IP)
address of the originating offender(s) but
also amplifies the volume of attack traffic
[15].
This method of DDoS attack has become
very popular [16], and cybercriminals
have embraced it, referring to it as either
a booter or a stresser [17]. The colloquial
name given to these attacks originated with
booter because online game players used
these attack methods to “boot” their gaming opponents offline by targeting the game
server [18,19].
As booters gained popularity and notoriety, the hacking community began to refer
to them as stressers because the attacks
could be used as a way to stress-test their
own web server.
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not, however, provide insight into the human actors who operate stressers or into
the customers who lease their services. To
that end, Hutchings and Clayton surveyed
a small sample of booter operators to explore how and why they operate these attack services. Booter operators interviewed
as part of this research acknowledged that
although they presented their offerings as
legitimate network stressing services, their
resources were mainly used to illicitly attack internet targets [18].
Such preliminary work is useful, but additional insight is needed to better understand the motivations, methods, and
background of those who operate and use
stresser services. Since booter operations
simplify the process of attacks, it is vital to
know the technical competencies of their
user base and the operators.

Figure 1. Structure of a Stresser DDoS-for-hire service

Individuals capable of operating these attacks began offering them up for lease on
a subscription-fee basis so that customers
could launch their own attacks (see Figure
1 for detail). The subscription service allows users with little or no technical skill
to launch DDoS attacks by simply entering
the IP address or domain name into the
stresser website. Furthermore, because
there is no restriction on which IP addresses or servers a stresser can target, they
have been used to conduct massive DDoS
attacks using the reflective technique, contributing to a significant increase in the
number of reported DDoS attacks [20].
There are several noteworthy examples
of booter and stresser attacks in action.
For example, in 2014, the hacking group
Lizard Squad attacked Sony’s PlayStation
Network and Microsoft’s Xbox Live with a
massive DDoS attack via their new Lizard
Stresser, which left users unable to access
services for days, resulting in Sony and Microsoft revenue loss [21]. And In 2015, the
Bang Stresser was used to attack the BBC
website, in what hacktivists claimed to be
the largest DDoS attack ever reported, at
602 Gigabits per second (Gbps) [22].
This same method could be used to limit
the availability of any critical online service,
particularly those within DoD networks that
provide real-time or critical connectivity to
units within the field [23]. Director of the
Defense Information Systems Agency and
Commander of the Joint Force Headquarters DoD Information Network Lieutenant

General Alan R. Lynn noted the threat to
DoD from DDoS attacks and their growing sophistication and size [24]. LTG Lynn
stated that as of January 2018, DoD was
defending against attacks as high as 600
Gbps on internet access points, and they
are preparing for 1 Terabit per second attacks [24].

Previous Research
As stressers gained notoriety, computer science researchers began to focus
their efforts on the detection and disruption of stresser services. Multiple
studies investigated the strength and
capability of stressers by launching and
capturing their own attacks [16, 17, 25],
while other research efforts analyzed
the underlying infrastructure required
to carry out DDoS attacks [19, 26-28].
Rossow and Gortz identified 14 User Datagram Protocol (UDP) protocols for amplification attacks and the existence of
millions of vulnerable amplification servers.
They also measured the amplification factor for the 14 different protocols, recording
an increase of 4,000 percent for the NTP
protocol [16]. Ryba et al. reported stresser
amplification attacks exceeding 400 Gbps,
increasing internet latency across Europe
[29].
These studies demonstrate that stressers
have grown in number, size, and strength
since their inception, and that they continue to pose a threat to the internet and
its end users. Such technical analyses do

Research on hacker subcultures suggests
that individuals are judged within the community on the basis of their programming
skill and expertise; those with more knowledge are granted elevated social status
[30-33]. It is possible that those with greater skill are more likely to operate booter
services, although their customers may
be equally knowledgeable, simply opting
to pay for the service rather than possess
and manage the required infrastructure on
their own.
Alternatively, booter customers may have
relatively low skill, needing to purchase a
service because they cannot cultivate it
themselves. It is also essential to identify
commonly reported attack targets and the
rationales behind attacks in order to determine whether customers seek to target
their own networks (as the booter advertiser claims) or to attack commercial, government, or military infrastructures. These
insights better contextualize the actors who
would use a stresser in a real attack.
Furthermore, DoD recognizes that a need
exists for greater threat intelligence in cyber defense, and cultural studies of computer criminals helps to fill this gap [34,
35]. Understanding the demographics and
motivations of actors may help DoD intelligence agencies identify potential adversaries. At the same time, identifying the
attack targets and network protocols used
to facilitate attacks can provide threat intelligence to help defend the DoD Information
Network [36].
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Our Contribution
Early research conducted on booters revealed that the users were primarily online
gamers, but subsequent expansions in the
use of booters, especially in large DDoS
attacks against commercial targets, raises
the following questions.
1. Who are the users of stressers?
2. Why do they use stressers (i.e., motivation)?
3. What do they use the stressers for
(i.e., target)?

Methodology
We obtained 59,009 publicly available
email addresses of registered users from
15 stresser services. An email was sent
to each address that included a link to
an anonymous survey hosted by Survey
Monkey. The first round of emails was sent
Nov. 27–29, 2016, and invited recipients to
participate in a research study on stressers
and booters. The email specified that responses would be used solely for research
purposes.
Although the initial sample consisted of
59,009 email addresses, 8,018 of these
were not valid based on bounce-back notices. A second email was sent Dec. 2,
2016, as a reminder to complete the survey before its Dec. 30, 2016 closing. Of all
messages sent, 5,226 emails were verified
as received and opened. This response
rate was expected, as the email database
was publicly available and included junk/
false addresses.
Eight hundred and twenty one individuals
began the survey and answered at least
one question, resulting in at least 250 responses to each question. This decrease
from the total of respondents who had
any engagement with a survey question
to those who completed it falls within the
expected response rate for online survey
studies; furthermore, it is a high response
rate for an anonymous survey conducted
among a population of active offenders
[37, 38]. After discounting the 8,018 invalid email addresses, the effective response
rate was 1.87 percent (821 of 43,891),
which is unsurprising as prior research
notes that individuals engaged in cybercrime are less likely to participate in re-

search out of concern for their safety [18,
31, 39]. The nature of the survey may limit
generalizability of the data. However, the
responses provide essential insight into an
underexamined phenomenon.
This sample of individuals, at minimum,
had registered an account with a stresser—or may have used a stresser to launch
a DDoS attack. Thus, questions were structured to understand the extent to which the
respondent both used stresser services
and facilitated their operations. The survey
consisted of 22 multiple choice questions
and one open comment box for follow-up
requests. The questions covered the use
of stressers and requested information
regarding respondent skill level, payment
type, attack protocols used, attack targets,
motivation for use, and demographic data.

Results
Respondents were asked to provide their
demographic characteristics in an attempt
to quantify the overall makeup of the population. The majority of respondents reported living within the U.S. or U.K.—in keeping
with evidence drawn from law enforcement
investigations and arrest records over the
last three years.
Respondents who reported their age were
primarily in their late teens or 20s, were
male (88 percent), and white (63 percent),
corresponding to prior research findings
on the ages of the hacker population as a
whole [18, 32, 40]. The majority of respondents reported an education level beyond
that of high school.
Respondents were also asked to rank their
skill level from 1 to 10, with 10 being the
most skilled. We acknowledge these results may be skewed, as skill level was
self-reported. Indeed, the most commonly
reported skill level was 10. However, the
next most common response was 1, suggesting that most respondents answered
in an honest fashion. While it is possible
some respondents falsified response(s),
such an idea runs counter to the broader
empirical literature that indicates hackers
prefer to make their abilities known [27,
29].
The overwhelming majority of respondents
(89.2 percent) indicated they had used
booter services, which makes sense given their addresses were associated with a
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database of service provider clients. The
majority of those who had used a booter
(65.2 percent) paid for the service. While
a substantial amount of attention has been
paid to the use of cryptocurrencies in cybercrime, the majority of respondents paid
for stresser services via Paypal—a pattern
corroborated by prior research on booters
[25]. Cryptocurrencies were used with less
frequency than PayPal, and Bitcoin was
the most-used cryptocurrency.
Eighty-seven percent of respondents answered in the affirmative when asked,
“Were you able to use the booter or stresser to test systems?” The question was
written to be less accusatory and used the
term "test systems" rather than "attack systems."
Relatedly, there was some distribution of
responses related to stress testing systems
with 17 percent of respondents (n=232)
having stressed only one system, while 47
percent stressed more than 10. Almost half
of stresser customers used them to attack
multiple computer systems. Additionally,
there appears to be limited fidelity within
the community, as 29 percent of respondents reported having accounts with more
than five vendors, followed by 25 percent
having accounts with two stressers.
Interestingly, 74 percent of the respondents noted the booter worked as advertised, which suggests that not all vendors
may be accurate in their advertising. While
some in the general public may assume
there is no trust between criminal actors,
it is an important factor in the underground
market for cybercrime services. As a result, if a service provider is unable to deliver on an advertised product, it may reduce
the overall customer base over time.
The majority of customers used common
attack methods, most notably UDP, DNS,
and NTP attacks. Other less common
methods, such as VSE, RST, and QUIC,
were observed but in much smaller numbers. This matches previous research that
examined network captures of stresser attacks and supports the notion that stressers utilize different attacks depending on
the nature of their target and the reflection
servers available to complete the attack
[16, 17].
The reported motivations were also varied (as shown in Figure 2). Customers

28

CS
prior research that suggests hackers may
target one another either because of perceived slights or real conflicts between actors [30-32].

Figure 2. Participant response to, “What was your motivation to use a booter or stresser?”

(n=230) primarily reported using stressors
to test their system, conduct research, or
test their individual abilities. In addition, 41
percent of respondents used a booter to
affect a game or gaming opponent. Such
a motive is in keeping with the original use
of booter services by hackers [25].
More nefarious motivations were also reported, with 26 percent of respondents
reporting they used it for hacktivism or protest. (In this case, hacktivism refers to the
use of hacking in support of a specific belief or activist agenda.) Nineteen percent of
respondents also noted they were hired by
someone else to use the stresser, and 11
percent were motivated to use the stresser

to affect a business competitor.
Given that individuals who registered with a
service may have done so as an interested
client or potential competitor, respondents
were asked if they have ever operated their
own booter or stresser service. A majority
of respondents (54 percent) reported they
ran their own operation, suggesting there
may be a low barrier to entry to engage
in this form of cybercrime-as-service. Additionally, 64 percent of respondents assisted booter operations in some fashion.
Furthermore, 76.4 percent of respondents
reported they have been targeted by a
stresser operator. This finding supports

When asked what resource they used a
stresser against (see Figure 2), the majority of respondents reported either targeting
themselves or a game server. More than
52 percent of respondents reported using
a stresser to attack a private or commercial website/webserver, and 26 percent reported attacking another type of business
server, such as an email or file server.
Seventeen percent of respondents reported use of the stresser to attack a government-owned website or webserver [20].
Cross tabulation was used to examine the
relationship between attacker motivation
and target (see Table 1). The majority who
reported targeting themselves were motivated by system testing, research, and the
desire to test their abilities. There was a
more equal distribution of motives for those
targeting game, business, and government
servers.
Also, a plurality of respondents who were
motivated by hacktivism or protest reported
a commercial website as their primary target of attack. Respondents also attacked
themselves in order to determine whether their infrastructure could withstand the

What was your
motivation?

Yourself

Game

Business
Server

Commercial
Website

Government
Website

Other

Research

27%

17%

13%

20%

9%

13%

System Testing

28%

17%

13%

21%

8%

13%

Affect Game/
Opponent

16%

27%

11%

21%

9%

16%

Hacktivism/
Protest

17%

20%

13%

24%

12%

14%

Affect Business
Competitor

15%

18%

17%

19%

14%

17%

Test Abilities

22%

21%

12%

22%

9%

15%

Hired to Do So

19%

18%

17%

19%

12%

15%

Other

17%

18%

13%

21%

9%

22%

Table 1. Attacker motivations versus targets of attack.
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agenda, such as the group Anonymous.
In fact, over the last decade, members of
Anonymous repeatedly utilized large DDoS
attacks against commercial and government entities in response to perceived
wrongs, including attacks against the National Security Agency and the FBI [41,
42]. Many of these attacks were enabled
through Anonymous’ stand-alone DDoS
tool—the Low Orbit Ion Cannon.

Figure 3. Participant response to, “What did you use the stresser/booter on?”

traffic, which corresponds to the notion that
these services can stress-test sites.

Discussion and Conclusion
The rise of booter and stresser services
evidences the evolution of cyberthreats
and the rise of cybercrime-as-service providers. Although the technical dynamics
of these attack types are commonly researched [19, 20], few have examined the
characteristics of the clientele of the stresser to understand the human actors behind
these attacks [18]. This analysis addresses
this issue through a survey delivered to individuals who registered an email address
with one or more of 15 select stresser operators. The results of the survey show that
most of the respondents reported they are
young, white males, which is in keeping
with prior research on the hacker community [30-33]. Most of them did not, however,
use stressers simply to test their own infrastructure or attack online game opponents

[18, 19]. Nearly a quarter of respondents
cited hacktivism as their motive when using
stressers, and 10 percent tried to affect a
business competitor.
This attack type is likely fueled by the
ease of access to stressers, the low cost,
anonymity, and simplicity of use [18, 24].
This as a potential asymmetric threat that
could be used by any potential enemy actor, including those with nation-state sponsorship. Hiring a booter would provide the
attacker, and the nation-state, with plausible deniability for the attack as the stresser
operator may not know their clientele [18].
It is also clear that criminal actors may
seek to leverage the power of a stresser
or booter to more effectively target critical
infrastructure without the need to cultivate
advanced technical skills [23]. Such an attack could originate from an ideologically
motivated organization, such as a jihadist
group, or those without a specific political

Groups like Anonymous may serve as a
template for other attackers, which may
partially account for the hundreds of new
hacktivist groups established over the last
few years [43, 44]. These groups do not
hesitate to attack military and government
infrastructure and may use stressers as a
more effective and inexpensive attack resource [43, 44]. To that end, the number
and strength of stressers has grown concurrently with the emergence of new hacktivist groups.
This may create an operational environment where hacktivists do not invest time
or resources to build their own tools or develop skills to engage in attacks. Instead,
they can quickly and easily launch massive
DDoS attacks that are bounced off millions
of vulnerable internet servers at a low cost
[16]. Thus, additional research is needed
to understand the human actors behind
large-scale DDoS attacks and their decision-making [18, 23, 30, 31]. Such information can improve our knowledge of the
rationale of attackers, which may provide
insight into why and how these methods
can be used to take down critical infrastructure components.
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